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Automatic Remediation for IAM Role DataScienceApp
The following steps will be automatically applied. Select a step to view more details and customize it.

@ osete sareader =Y DataScienceApp

Create and attach
NewDataSciencePolicy

{

. "Version": "2012-10-17", “Version": "2012-10-17",
3 Detach IAM Policy Admin “Statement”: [ “Statement”: [
“Effect": "Allow",

"Action": "s3:*",
"Resource": "arn:aws:s3::console
L
{
“Effect": "Allow,
"Action’: "s3:GetObject’,
"Resource": "arn:aws:s3::analytic

Detach 1AM Policy
AmazonS3FullAccess
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Johnathan Roberts

Department: R&D
Group membership: Alpha,
Engineering, Employees

Johnathan has requested access to aws Production

for 4 hours to debug JIRA issue A SEC-2113 ( T Critical )

v Allow X Deny

M MH|A JIT(Just-in-Time) A A

St UM A HSHS W2 A|
2 ZRE[of HEHO|
Q™S OEtL|CE JIT HMA EIME 2 A

rot
H
o
o
k=]
ot
nk o>
>
ofn
|0 1

5 PCIDSS - e 10%
AWS Well Architected — — 31%

as. cls e—— - 61%
@ GDPR —— = 57%

Unusual Data Access

Role AnalayticsApp was observed accessing 4 data resources that were
not accessed before
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X% aws/sns
&

ProductionSecret
%

2% BX| o ZAL

71Z0tH| ot X| & X0l EM s Soff H[™HAH Q! S5
%D 7|8 IS XL Ct ZotE 235 AL 50
ZAILICHL EIE S SIEM SRS Sl tisS
b9ttt

HZ £9|: sales@roltech.co.kr

ﬂ 21 HLA 2ET HYUR 42
ROLTECH ootz anne

031.711.7108



